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Hacrpoiika 1 00ci1y:knBaHUe KOMIILIOTEPHBIX ceTeil
09.03.01 UndopmaTuka U BHIYUCIUTETbHAS TEXHUKA
HanpaBaennocts (mpoguiib)

BupryanbHble TEXHOJIOTHM U IU3AHH

®Dopma 00yueHHs — OUHAS

I'ox Hadopa — 2021

OIIEHOYHBIE CPEJICTBA JIJISI TIPOBEJIEHUS ITIPOMEXKY TOUYHOM ATTECTAITAA
OBYYAIOIIUXCA ITO JUCIUAIIVIMHE (MO VYJIIO)

1. O0mue cBeaeHus

1. |Kadenpa Marematuku, pr3uKu 1 HHPOPMAITMOHHBIX TEXHOJIOTHI

2. |HampaBnenue moAroTOBKH 09.03.01 MudopmaTrka 1 BEIYUCITUTEIbHAS TEXHAKA

Hampasnennocts (mpoduins) | BupTyaibHBIE TEXHOIOTHH U JU3aliH

Hucrummmaa (MOIYIIh) b1.B.Z1B.05.02 Hacrpoiika u 00CITy>KHBaHHE KOMIIBIOTEPHBIX CETEH
4. |®opma obydeHHS oYHas
T'ong mHabopa 2021

2. [lepeueHb KOMIIETEHIHIA

YK-2 CriocobeH onpenenaTh KpyT 3a/1a4 B paMKax MOCTABIICHHOH IeJTH U BRIOUPAaTh ONTUMATbHBIEC CITIOCOOBI HX
PEUIeHUs, UCXO/S U3 ICHCTBYIOIIHMX PABOBBIX HOPM, HMEIOIIUXCS PECYPCOB U OTPAHUYCHUN




3. KpnTepnu M MOKAa3aTeJH OLleHUBAHUS KOMIIETEHIIUHA Ha PA3JIMYHBIX dTalax ux (l)OpMHpOBaHHﬂ

Jtan popMupoBaHUSA

KpnTepml H IMOKa3aTeJIi OCHUBAHUSA KOMHeTeHHHﬁ:

d)oprl KOHTPOJA

dopMupyemas
KOMIleTeHUMH (pa3aebl, KOMITeTOHIIHSI chopMupOBaHHOCTH
TeMBbI IHCHMILIAHBI) 3HaTh: Ymern: Baaners: KOMIIeTeH il
3ajadn ¥ LeIu CeTEBOro VK-2 MOHSTHE CUCTEMHOTO MPOEKTUPOBATH HaBbIKAMH Pemenue TectoB

aIMUHUCTPUPOBAHUS

CepBepHBIE ONIEPAIIMOHHBIC VK-2
CHCTEMBI
IIpoexkTupoBanue u YVK-2

aJMUHUCTPHUPOBAHUE
KOMIIBIOTEPHOM CETH

aJMHUHUCTPHUPOBAHUSA
;

UCIIOJNIb3yEMBbIE
CEepBEpHBIE
orepalyoHHbIe
CHUCTEM;

TUIIOBYIO CTPYKTYpPY
KOMIIbIOTEPHOM CeTH;
THUIIOBBIE CITYKOBI
KOMITBIOTEPHOM CeTH.

KOMITBIOTEPHYIO CETB;
BBIOMpATh CEpBEPHYIO
OTIEPALMOHHYIO
CHCTEMY AJIsl peLeHNs
MIPAKTUYECKUX 33]1ay;
HACTpauBaTh CETEBBIC
CITYKOBI;

MIPOBOJUTH
MOHHMTOPHUHT
KOMITBIOTEPHOM CETH.

MPOCKTUPOBAHUS TUIIOBOU
KOMIIBIOTEPHOH CETH;
HaBBIKAMH BEIOOpA
cepBepHOU
ONEPALMOHHON CUCTEMBI;
HaBbIKaMU YCTaAaHOBKHU 1
HaCTpPONKH
ONEepPaLMOHHON CUCTEMBI;
HaBBIKAMH YCTAaHOBKU U
HaCTPOMKHU CETEBBIX
CITyX0;

HaBbIKAMH MOHUTOPUHTA
KOMITBIOTEPHOM CETH.

IToaroroBka npe3eHTaunit
IloaroroBka goKIag0B
Pabota Ha maboparopHbIX
3aHATHAX
KonTtponbubie Bompockl
CobecenoBanue

(o BBIOOpPY
MIPENOAaBaTEs)

HIxaJyia oueHMBaHUA B paMKaX 0a/1/1bHO-PEHTUHIOBOM CHCTEMBI:
«HEYIOBIETBOPUTENEHO» — 60 6AJIIOB 1 MEHEE; «yIOBIETBOPUTENBbHO» — 61-80 OannoB; «xopomoy» — 81-90 6amnos; «ormmaao» — 91-100 Gamos




4. Kputepun 1 mIKaJIbl OleHUBAHUSA
*B npugedenHvlx Hudice mabauyax ykazan nepguunsiti oann (I1B). Aneopumm @viuucienus umozoso2o bauia 3a
pabomy (MBP) npueeden 6 konye 0anno2o pazoend.

4.1. AKTUBHOCTH HA TEOPETHYECKUX 3AHSITUAX

XapaKTepUCTUKU OTBETA CTYIECHTA MakcuManbHOE KOIMYECTBO
OannoB*
CTyneHT IpUHMMAET aKTHBHOE y4yacTHe B Oecesie Ha JIeKIUU 1
CTyneHT He IPUHUMAET aKTHBHOE yyacTue B Oecezie Ha JCKIUU HITH 0

OTCYTCTBYET

4.2. PaGoTa Ha 1a00paTOPHBIX 3aAHATHAX

XapaKkTepuUCTHKH OTBETA CTY/IEHTa MakcuManbHOE KOJIMUECTBO
OamtoB*
PaGora BrInoIHEHA HEe MeHee ueM Ha 91% 09—1
PabGota BrInojiHeHa He MeHee ueM Ha 81% 0,81 —0,9
PaGora BrImoIHEHA HEe MeHee ueM Ha 61% 0,61 — 0,80
PaGora BrImoaHeHa MeHee ueM Ha 60% 0

4.3. IlonroroBKa J0KJIaaAa

XapakTepUCTHKH OTBETA CTYIEHTA MaxkcuManbHOE KOJIMYECTBO
oayuioB*

®  CTYICHT NTyOOKO U BCECTOPOHHE YCBOMII MPOOIEMY;

®  YBEPECHHO, JIOTUYHO, MOCIIE0BATEIHHO U TPAMOTHO €TO U3J1aracr;

®  OIUPAsCh HA 3HAHHS OCHOBHOM M JOMOJHUTEIHHOMN JINTEPATYPHI,
TECHO MPUBSI3bIBACT YCBOCHHBIC HAYYHBIC ITOJIOKCHHUS C
[IPAKTHYCCKOU JAESITEIbHOCTBIO;

e yMeso 00OOCHOBBIBAET M apryMEHTUPYET BbIIBUTAEMbIE UM UJICH;

e  JeJaeT BLIBOABI U 0000IIEHN;

e  cBOOOJHO BjIaJeeT HOHATUSIMM.

0,91 —1

®  CTYICHT TBEPIO YCBOMJ TEMY, IPaMOTHO H IO CYIIECTBY H3JIaracT
ee, OIUPasCh HA 3HAHUSI OCHOBHOM JINTEPATypBhI;

HE JIOITyCKAaeT CYLIeCTBEHHBIX HETOYHOCTEI];

YBSI3BIBAET YCBOSHHBIE 3HAHMS C IPAKTUYECKOH 1€ TENBHOCTHIO; 0,81 — 0,90
apryMEHTHPYET HayYHbIE TTOJIOKEHHUS;
JieJIaeT BBIBOJBI M 0000IIEHNS;

BJIaJ€eT CHCTEMOM OCHOBHBIX IOHITHH.

® TeMa PacKphITa HEIOCTATOYHO YETKO U IOJHO, TO €CTh CTYACHT
OCBOMJI TPOOJIEMY, TIO CYIIECTBY H3JIaraeT ee, Onupasch Ha
3HAHHUS TOJIBKO OCHOBHOM JINTEPATYPHI;

JOMYCKAeT HECYIIECTBEHHBIE OMIMOKN U HETOYHOCTH;
UCTIBITBIBAET 3aTPYIHEHHS B TPAKTUYECKOM MPUMEHEHUH 3HAHU;
c1abo apryMeHTHPYeT HayYHbIE TIOJIOKEHUS;

3aTpyaHsAeTca B GOPMYIHPOBAaHUU BBIBOJOB M 0000IIECHHIA;
YaCTUYHO BJIAJIEET CUCTEMOM MOHITHH.

0,61 — 0,80

® CTYICHT HE YCBOWJI 3HAYUTEIHHON YaCTH MPOOIEMBL;
JIOITYCKAeT CYIIECTBEHHbIE OIIMOKN ¥ HETOYHOCTH MPH
paccMOTpeHUH ee;

HCIBITHIBAET TPYIHOCTH B MPAKTHUECKOM MPUMEHEHUHU 3HAHUK; 0
HE MOXET aprYMEHTHUPOBATh HAYYHBIC TTOJIOKEHUS;
He GOPMYITUPYET BHIBOJOB M 000OIIICHMIA;

HE BIIaJIeeT MOHATUIHHBIM aImapaToM.

4.4, IlonroToBKa npe3eHTANNM



CrpykTypa npe3eHTaiuu

MakcumanabHOE KOJIMYECTBO

6amroB*
Conepxanue:
e CdopmynupoBaHa 11ei1b padOThI 0,1
o [lonsATHBI 3a1a4n U X0 PabOTHI 0,1
e ludopmanus U3I0KeHa MOJHO U YETKO 0,1
e NMmmocTpanuu ycHIMBarOT YPPEKT BOCIPUATHS TEKCTOBOM YaCTH 0,1
nHpopManH
e (CrenaHbl BLIBOIBI 0,1
Odopmienne npe3eHTaInN
e Enunsi cTiiib odopMiIeHUS 0,1
e  Tekcrt nerko untaercs, PoH codeTaeTcs C TEKCTOM M rpaUKOM 0,1
e Bce mapameTtps! mpudTa XopoImio moJo0paHsl, pazMep mpudra 0,1
ONTUMAJIHBIN U OIMHAKOBBIM Ha BCEX ClIaiiiax
e KiroueBsle ClIOBa B TEKCTE BBIJEIEHBI 0,1
OddexT mpe3eHTaIrIN
e OO0miee BeyaTiaeHUE OT IIPOCMOTPA MPE3CHTAIINN 0,1

Bcero

1

4.5. KoHTpo1bHbIE BOPOCHI

XapaKTepI/ICTI/IKI/I OTBCTA CTYACHTA

MakcumanabHOE KOJIMYECTBO

OamroB*
OtBeueHo 6e3 3aMedaHuii He MeHee yeM Ha 91% Bompocos 0,9—1
OTtBedeHo 0e3 3aMedyaHuii He MeHee YeM Ha 81% BompocoB 0,81 —0,9
OTtBeueHo Oe3 3ameuaHuii He MeHee YeM Ha 61% Bompocos 0,61 — 0,80
OtBeueHo 6e3 3ameuanmii MeHee yeM Ha 60% BompocoB 0

4.6. Penienyie TeCTOBBIX 3aJaHUN

XapaKTepI/ICTI/IKI/I OTBCTA CTYACHTA

MaxkcumaabHOE KOJIMISCTBO

Oamnop*
TecT perieH npaBUiILHO HE MeHee YeM Ha 91% 0,9—1
Tecrt pemien mpaBuwiIbHO HE MeHee ueM Ha 81% 0,81 —0,9
Tecrt pemien mpaBmwiIsHO HE MeHee ueM Ha 61% 0,61 — 0,80
Tect pemien npaBuiIbHO MeHee deM Ha 60% 0

4.7. CodecenoBanue

XapakTepuUCTUKHU OTBETA CTY/ICHTA

MaxkcuMainbHO€e KOJITMYECTBO

OamnoB*
OtBeueHo 0e3 3aMeuaHuii He MeHee YeM Ha 91% Bomnpocos 0,9—1
OtBeueHo 0e3 3aMeuaHuii He MeHee YeM Ha 81% Bomnpocos 0,81 —0,9
OtBeueHo 0e3 3aMeuaHuii He MeHee YeM Ha 61% BompocoB 0,61 — 0,80
OtBeueHo 0e3 3amMeuaHuii MeHee yeM Ha 60% BOIPOCOB 0

Kpamrxoe onucanue cucmemvl oyeHuganusl: NPU OYEHUBAHUYU PAOOM UCHOL3VIOMCSL CTIe0VIowUe NOHAMUSL:
o nepeuunsiii bann (I1B) - evicmasisemcs npenooasamenem 8 COOMEEMCMBUL C NPUBLOEHHBIMU GbliLe

MaoIuyamu u Modxcem npuHumamo 3uavenus om 0 0o 1;




® MaxcumanvbHulil 6an 3a pabomy no mexnonrocuueckou kapme (MBTK) bepemcs uz mexnonocuueckou
Kapmbi;
e umoeogvltl bann 3a pabomy (MBP) — eviuucasemces no ¢popmyne
UBP = MFTK * IIb
Hanpumep, cmyoenm 3a evinonnenuyto um 1abopamopHyro pabomy noiyuaem nepeuunsiii oann pasuoiii 0.81. B
MEeXHON02UYEeCKOU Kapme YKA3AaHO, YMO 3a NOTHOCHbIO NPABUTbHO BbINONIHEHHYIO 1AO0pAmoOpHY0 pabomy
cmyoenm Moxcem noay4ums 3 umozosvix 6ania, m. e.
UBP =3 *0,81 =243
B sviuucnennom snauenuu UBP ucnons3yromes monvko yenas 4ams u 08d 3HaK nocie 3anamou. Jluwnue 3Haku 6
OpOOHOU Hacmu yucia omopacvuleaiomcst (OKpyeiieHue He UCHOb3Yemcsl).

5. TumoBble KOHTPOJBbHBIE 3aJaHUS M MeTOAWYECKHe MATepPHAJbl, ONpeAeNsomue MPoLHexyphI
OlleHMBAHMS 3HAHMI, yMeHMii, HABHIKOB W (MJIM) OMBITA [eSATEJbHOCTH, XapaKTEePHU3YIOUIUX ITANbI
(¢opMupoBaHus KOMINeTeHIMII B Iponiecce 0CBOeHUsI 00pa3oBaTeIbHOI MPOrpaMMbI

5.1. TunoBoe TecToBoe 3a1aHne
1. VKaxxuTe CylIeCTBYIOIINE TOMOIOTHH KOMITBIOTEPHBIX CETEH.
a) Konbrieas
b) 3BeznoobpaszHas
c¢) JIunetinas
d) [MonHocBs3HAS
2. AGGpeBuatypsl ciyK0 KaTaiaoros:
a) AD
b) LDAP
c) NDS
d) ISP
3. B KaKoM W3 MepevrcIICHHBIX TIPOTOKOIOB, HET KOHTPOJIS IMONyYeHUs] HHQOpPMAIIH.
a) TCP
b) IP
c) UDP
d) FTP
4. FTP — sto npoTtoxoi:
a) mepenayu ¢aitros
b) mepenaum TEKCTOBBIX COOOIICHMI
C) yIaJEeHHOTr0 aJMHUHUCTPHUPOBAHUS
5.Pacnionoxure cereBble KaOeIH B OPSIKE BO3PACTAHUS UX MIOMEXO3aLIUIICHHOCTH.
a) OnTryecKkoe BOJIOKHO
b) Buras mapa
¢) KoakcuanbHblii kabenb
d) TenedouusIi IPOBOL
6. MeTop TocTyIa ¢ IpOCTyIIMBaHUEM HECYIICH U OpeeieHneM KOJUTH3HUH.
a) CSMA/CD
b) TMPA
c) TDMA
d) FDMA
7. Merop mocTyna ¢ nepenadey oJIHOMOYU.
a) CSMA/CD
b) TMPA
c) TDMA
d) FDMA
8. Meton ¢ pa3neieHrneM 10 BpeMEHH.
a) CSMA/CD
b) TMPA
c) TDMA
d) FDMA
9. Meton fnocTyna ¢ pa3ieieHueM 10 4acToTe.
a) CSMA/CD
b) TMPA
c) TDMA
d) FDMA
10. MakcuManbHasi CKOPOCTh Tiepe/iadr JaHHbIX B O6ecripoBonHoi ceTr o cranaapty IEEE 802.11b.



a) 54 Mb/c

b) 108 Mb/c
c) 150 Mb/c
d) 300 Mb/c

Kurou: 1-a,b,c,d; 2-a,b,c; 3-b,c; 4-a; 5-d,b,c,a; 6-a; 7-b; 8-c; 9-d; 10-a

5.2. TunoBble TeMbl Mpe3eHTAILUIA
Bce Tembl 10KIIaI0B MONMHOCTHIO COBMAAAIOT C TEMaMM JOKJanoB/pedeparoB. Kakaplii CTyAeHT MOXET
[IPENIOKUTL CBOK) TEMY IIPE3EHTALUH, BBIXOJAIIYIO 3a PAMKU IIPEAJIOKEHHBIX TEM.

5.4. IlpumepHbIe TEMbI T0KJIA0B

Cnyx0a TOMEHHBIX UMEH.

DJeKTpOHHAS MOYTa.

IIupuHroBsle ceTu.

AnonumHas cetb Tor.

AHoHuMHas ceThb Freenet.

[lIndposanne manapix TLS.

Texnonorus 3ammthl nHpopmaru LaGrande.

3amuTa B cetsix Wi-Fi.

. OtkpsiTas obnaunas apxurekrypa IBM.

10. Cpenctsa IP-Ttenedonnn

11. Web-cepBep Apache.

12. Web-cepBep ngnix.

13. Web-cepsep lighhttpd.

14. Cucrema ynpasneHnsi KOHTEHTOM joomla

15. CepBep obmeHa coobmennsimMu Jabber.

16. Cepsep oomena coodmenusmu OpenFire.

17. CepBep oOMeHa rojocoBbiMU coobIeHussMu TeamSpeak
18. CepBep oOMeHa ToJI0COBBIMU COOOmeHUsIME Asterisk.
19. Cepsep obMeHa romocoBsiMu coodmeHmsiMu FreePBX.

00 NoN U AW~

5.5. TunoBoe 3aganne J1a00PaTOPHONH/MPAKTHYECKOH PadoThI

3ananue 1. YcranoBure ciyx0y UMeH.

1. 3amycture paHee CO3TaHHYIO BUPTYAIbHYIO MAIlIMHY C YCTAHOBJICHHOM CEpBEPHOM ONepaiiOHHON
CUCTEMOI.

3amycTHTE MacTep HACTPOWKHU cepBepa.

AKTHBHPYHTE KOMIIOHEHT YCTaHOBKH CIIYy>KObI IMEH U CIeIyHTe MOACKa3aM MacTepa.

CoznaiiTe HECKOJIBKO 3aIruceli cepBepa UMEH.

IIpoBepbTe KOPPEKTHOCTH CO3/IaHHBIX 3aMKCel C KIMEHTCKOTO KOMITBIOTEPA, OTIPABUB 3X0-3aPOC 110
CO3JJaHHBIM CHUMBOJIbHBIM UMEHAM.

6. AHAJIOTHYHO CO3TaiiTe MpsMbIe U 00paTHbIC 3amucH eme s 10 KITHEeHTCKUX KOMITBIOTEPOB BaIllei CETH.
7. Co3paiite 2 TiceBIOHMMA JJIsI BAIlIEr0 cepBepa U MPOBEPhTE KOPPEKTHOCTH UX pabOTHI.

nkwn

5.6. Bonipochl Kk 3aueTy

8. Tlonarue xommbroTepHOU ceTr. Knaccudukanus KOMIBIOTEpHBIX CETEH.
9. ApxurexkTtypa HH)OPMALUOHHO-BBIYUCIUTEIBHBIX CETEH.

10. Tomonorus hpU3NYECKUX CBSA3EH.

11. Metoasl TOCTyIIA K CETH.

12. OcHOBHBIE IPOTPAMMHEIE U allllapaTHBIC KOMIIOHEHTHI CETH.

13. CereBoil agantep, OCHOBHBIE XapaKTEPUCTUKH.

14. OcHOBHBIE XapaKTEPUCTUKH KaOeTeH, NCTIONb3yEeMBIX B KOMITBIOTEPHBIX CETSIX.
15. Monens B3aUMOACHCTBUS OTKPBITHIX CHCTEM.

16. Crek npoTokonoB. OCHOBHBIE TPOTOKOJBI.

17. Anpecarusi B KOMIIBIOTEPHBIX ceTsax. [P-aapeca.

18. Cmyxx6a nmen momeHoB. [IpocTpancTBo MeH TOMEHa.

19. TexHOonoOrHM OECTIIPOBOIHBIX CETEH.

20. OOmme nanky ¥ Ha3HaYE€HUE Pa3peleHUH.

21. MapupyTu3anus nakeToB.

22. TexHONOTUH yOAICHHOTO PaboyYero CToa.



23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.

MOHHTOpI/IHF COCTOsAHUA 3JICMCHTOB CCTH.

HccnenoBanue ynaneHHON CUCTEMBI Ha BBISBICHUE YA3BUMOCTH.
Hacrpoiika mapamerpoB 6e3omacHoctu HTepHET Opay3epa.
TexHonorus 3alIuThl CETEBBIX KOMITBIOTEPOB. bpanamMayap.

Co3znaHue pe3epBHBIX KOMUH.

CeTeBble yCTPOMCTBA U CPEACTBA KOMMYHHKALMI.

CereBble BO3MOXHOCTH Linux.

BHGKTpOHHaH o4Ta U KIMCHTCKUE ITOYTOBBIC IPOTPAMMBI.

Pabota B IHTEepHETE "Uepe3 proxy-cepsep.
3rarbl MPOSKTHPOBAHHUS CETH.

CerteBble ONEpaiOHHBIE CHCTEMBI.
Anroputm ycraHoBku ceteBoi OC.
Cnyx06a nomenHbix umeH DNS.
[IpocTpaHCcTBO JOMEHHBIX UMEH.

Pa6ora 3anpoco DNS.

IIpouecc pexypcuu npH pa3peleHuH UMEHH.
JlokanpHas cucTeMa pa3pelicHus UMEHH.
Tunst orBeTtoB DNS-cepBepa.

OOpaTHBIN MPOCMOTP.

JlnHamMn4eckoe 0OHOBIICHHE.

Cay>x0bI KaTaJoros.

Active Directory.

OOBEKTHI CITYKOBI KaTaJIOTOB.

Anroputm no0aBieHnss 00bEKTa B CIIy:KOY KaTrajaoros.






